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Description

Datablink Management Server (DMS) provides management processes using highly flexible security

policies, token choice, and integration APlIs.

CyberArk Enterprise Password Vault, part of the CyberArk Privileged Account Security Solution, enables
organizations to secure, manage, and track the use of privileged credentials, whether on-premise or in

the cloud, across operating systems, databases, applications, hypervisors, network devices, and more.
This document describes how to:

e Deploy the multi-factor authentication (MFA) option in CyberArk Privileged Account Security
Suite using Datablink authenticators managed by DMS.

e Configure CyberArk Privileged Account Security Suite to work with DMS in RADIUS mode.

It is assumed that the CyberArk Privileged Account Security Suite environment is already configured and

deployed to meet the environment’s needs prior to implementing MFA using DMS.

CyberArk Privileged Account Security Suite can be configured to support MFA in several modes. The
RADIUS protocol will be used for working with DMS.

Environment

The integration environment that was used in this document is based on the following software

versions:
Datablink Management Server (DMS) — Version 5.3
Datablink Mobile Management Plug-in — Version 5.3

CyberArk Privileged Account Security Suite — Version 9.6
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CyberArk Privileged Account Security Suite RADIUS authentication flow using DMS

DMS communicates with a number of various Virtual Private Network (VPN) and access gateway

solutions using the RADIUS protocol.

The following diagram depicts the data flow of a MFA transaction for CyberArk Privileged Account

Security Suite.

| /\\ R 6 . RADIUS Protocol -
\ . DATABLINK
W CYBERARK MANAGEMENT SERVER

For more information on how to install the DMS and Datablink Mobile Management Plug-in, refer to
Datablink Management Server 5.3 Setup Manual and Datablink Mobile Management Plug-in 5.3 Setup

Manual.
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Prerequisites

To enable DMS to receive RADIUS requests from CyberArk Privileged Account Security Suite, ensure the

following:

e End users can authenticate through the CyberArk Privileged Account Security Suite environment

with the CyberArk native protocol.

e Port 1812 is open between CyberArk Privileged Account Security Suite and DMS in both

directions.

e Ashared secret key has been chosen. A shared secret key provides an added layer of security by
supplying an indirect reference to a shared secret key. The RADIUS server and the RADIUS client

use it by mutual agreement between them for encryption, decryption, and digital signatures.
e Atokenisenrolled to a user in DMS.

e To enable a Push authentication, confirm the following ports are open between the Mobile Plug-
in and the Internet:
For iOS:

o TCP port 5223
o TCP port 2195-2196
o TCP port 443
For Android:
o TCP port 5228-5230

o TCP port 443
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Configuring the DMS

To receive RADIUS authentication requests from the CyberArk Privileged Account Security Suite, define
the CyberArk Privileged Account Security Suite as a RADIUS client in the DMS.

Please note that when the CyberArk Privileged Account Security Suite is defined as a RADIUS client in the
DMS, it has to be assigned to the user’s group that will use the CyberArk Privileged Account Security

Suite.

Adding CyberArk Privileged Account Security Suite as a RADIUS client in DMS

1. Inthe DMS web administration, on the toolbar, click on COMPONENTS > RADIUS.

¢ datablink
@Abuui the Product ®@g ®M
[0 rabiUs You are logged in as: admin
m@‘deb Service
[l oap Icome to Datablink Management Server

ADMIN

Dashboard

H Infarmation H Tokens H Users H Authentications _

Keep your system updated! Meet our new products!

Follow the link below to check the latest versions of " E
our systems. mobile 200

Versions of Products Products Datablink

Check List

A No RADIUS or Web i Ci gi
Add RADIUS Component
Setup Web Service

Copyright © 2014 - 2015 Datablink
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2. Click the Add icon.

€ datablink

@ about the Product @ Help @ Exit

You are logged in as: admin

Name: Port: RADIUS per page: [10 Q
( | port:( ]

RADIUS
Registered RADIUS : 0 - Items per page: 10

14 «o » Pl
@) |
@Md /Ed“ Delete
Name Client P v

No record found.

Copyright © 2014 - 2015 Datablink

3. Inthe Insert RADIUS window, complete the following fields and then click the save icon (-).

Select the type Select RADIUS

Name Enter a name for the CyberArk Privileged
Account Security Suite (e.g., CyberArk)

Shared secret Enter a shared secret
Confirm shared secret Enter the same shared secret
IP Enter the internal server name or the IP

address of the CyberArk Privileged
Account Security Suite
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Insert RADIUS

Select the type:
® RADIUS © Proxy

Bold data are mandatory.

Name: Port: (99999)
( |2 )
Shared secret: Confirm shared secret:
( I )
IP:(999.999.999.999) Receive RADIUS Protocol class attribute?
[ ]O Yes @ No
®H
‘ 8
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Configuring a user’s group for a RADIUS authentication

Users should be set to authenticate using the CyberArk Privileged Account Security Suite RADIUS client
that was added to the DMS. The user’s group will be defined to use this RADIUS client.

1. On the toolbar in the DMS web administration, click on GROUPS/USERS > Groups.

& datablink
- @ about the Product @Ppelp ® Exit
e T E e [T e e
@ Groups You are logged in as: admin
& Users

Welcome to Datablink Management Server

ADMIN

Dashboard

i Information H Tokens H Users H Authentications _

Keep your system updated! Meet our new products!
Follow the link below to check the latest versions of q E
T mobile 200
Versions of Products Produets Datablink

Check List

 No error or alert found.

Copyright © 2014 - 2015 Datablink

2. Select and enable the checkbox on the right of the desired group name, and click on Edit.

Name: () Groups parpogeifs 9] Q

Groups
Registered Groups: 1 - ltems per page: 10
€« Wl
@ add  Edit O pelete
Name Authentication x
DMSDemo Token v
‘ 9
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3. Under the Components, in the RADIUS Client list, select the RADIUS client of the CyberArk
Privileged Account Security Suite.

Components
RADIUS Client Web Service Client
[ RADIUS tal Rad tal
Cyberirk
010000000001
v [v] v

RADIUS Proxy LDAP

~ ~

® None = ® MNene —

® B

4. Click on the save icon (.).

10
USA: +1 703 639-0600 support@datablink.com
Brazil: +55 11 4612-8334 www.datablink.com



2 datablink

Configuring CyberArk Privileged Account Security Suite

To set up CyberArk Privileged Account Security Suite using the RADIUS protocol with DMS, the following
should be performed:

e Configuring a Shared Secret Key
e Configuring a RADIUS Server on the Vault
e Adding RADIUS Authentication to the CyberArk Privileged Account Security Suite

e Setting the User Authentication as RADIUS

For additional information on configuring RADIUS authentication, please refer to the “RADIUS

Authentication” section in the CyberArk Privileged Account Security Installation Guide.

Configuring a Shared Secret Key

A shared secret key should be created and be stored in an encrypted file.

On the Vault server, run CAVaultManager to create an encrypted RADIUS shared secret key and store it
as a file. Use the following example:

CAVaultManager SecureSecretFiles /SecretType Radius /Secret <VaultSecret> [SecuredFileName
<location>\RadiusSecret.dat

Configuring a RADIUS Server on the Vault

1. On the Vault server, open Server Central Administration.

2. Shut down the PrivateVault server by clicking on the stoplight (W) icon.

3. Edit the DBParm.ini file in C:\Program Files (x86)\PrivateArk\Server and add the
RadiusServerinfo key under the [MAIN] section:
RadiusServerinfo=<RADIUS_Server_IP/Hostname>;<RADIUS_Port>;<Vault_Hostname>;<RADI
US shared secret file>

RADIUS_Server_IP/Hostname The DMS IP or hostname
RADIUS_Port Port number of the RADIUS (DMS default
1812)
11
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Vault_Hostname The name or IP of the RADIUS client

RADIUS shared secret file The location and filename of the shared
secret key file that was previously created

[MAIN]
RadiusServersInfo=10.0.0.2;1812;DMS;RadiusSecret.dat
TasksCount=20

DateFormat=DD.MM.YY

TimeFormat=HH:MM:SS

ASymCipherAlg=RSA-2048
[SYSLOG]

UselLegacySyslogFormat=Yes

4. On the Vault server, open Server Central Administration.

5. Start the PrivateVault server but clicking on the W icon.

12
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Adding RADIUS Authentication to the CyberArk Privileged Account Security Portal

1. Login to the Privileged Account Security portal as an Administrator.
2. Click on ADMINISTRATION tab

°PLI

ACCOUNTS Recently

o | Costonize | PSR

Accounts Management -
Accounts Discovery

Account Views O
Favorites.
Locked accounts
Deleted accounts.

New accounts

Requests Views -
My Requests: (0)
Incoming Requests (0}

Operational Views -
Failed accounts:

o- Usemame Address Safs -

Failed service accounts.

Disabled by users

Disabled by CPM

Scheduled for immediate change.
Scheduled for immediate verification
Scheduled for immediata reconcilia.
Successhully reconcied

Accessed by users in the last 7 da_
Modified by users inthe last 7 days
Modiied by CPM in the last 7 days

Wy Views -
My Cart

File Views B
Files

3. Click on Options.

ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

[ setup wieard [ customize

System Configuration

Compancat setiags

ame Corpement

optens Web hcosss z

Safe Tempiates Web access 2z

048 ntegration vout 73

ranmeton Semngs ot 2z

[ee— Pattem anagemant z
oA

Contral Pobcy Manager

ks ozt | cPU Setings Ao seectin

4. Click on Authentication Methods > radius.

APPLICATIONS REPORTS ADMINISTRATION

[y ok 3 cancel

Options . Properties

= [E1PM Sure Conursson B
] Version intormatin
EGeneral
) Accounts Feed
Dusers

@ EICPU Names
5 ] Search Propertes
3 rvernat ropertes
@ 1047 Searcn
5] searcn Resuts
3 ] Account Hame Patiers
5 ] Usage Hame Fatiern
@ 5] Account Descrptor Propertes
] 7 Descripto ropertes
@ (] Fie Display Coumes
] Statstes
3 ] Crart Categores
ven crans
= (5] Aumentcaton wemots
[ Generasetngs
] wikoms:
Bew
D erperark
5 eraciesse
=
B raas
e
5 sem
@ ] Defaut Sate Aumorzatons
3 ] Oual Corirol
9 ] Ticketing Sysiems
8 ] Cannection Corponests

3 ] access Restretien e
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5. Onthe Properties pane, complete the following fields and click Apply.

DisplayName Enter a friendly name for the policy. This
name will be displayed on the Privileged
Account Security portal login page.

Enabled Select Yes.
.
UseRadius Select Yes.
f—
Name Value
o e
DisplayName DMS RADIUS
MobilsEnabled No
LogoffUrl
P
UseRadius Yes
SigninLabel
UsernameFieldLabel

AuthMethod
Defines an authentication method

Apply OK Cancel

6. Sign out from the Privileged Account Security portal. The newly added authentication method
(e.g., DMS RADIUS) will appear on the sign out screen, verifying that it has been added
successfully.

14
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6 Privileged Account Security

CYBERARK

SIGNED OUT

You have successfully signed out.

Please choose an authentication method

G )

CyberArk DMS RADIUS

Copyright ® 1999-2015 CyberArk Software Ltd. All Rights Reserved.
Version 9.5.0 (9.50.0.186) About | Mabile version

Setting the User Authentication as RADIUS
1. Open the PrivateArk console and log in to the Vault.

2. Select Tools > Administrative Tools > Users and Groups.
£

File Edit View Visual Security Safe User | Tools | Window Help

i iy ™ g & @k Find Files and Objects...  Ci+F A0 &y o ? = 2y
‘ ‘ ‘ Requests Incoming

Up Home Stop Logoff Lo Retriewve  Return Delete Inspect Reset
Beports 3

Clear Expired History »

Administrative Tools Users and Groups

Vault
Locations...

=
- Directory Mapping... _"

AccountsFe.. Motification P iM... P iM... P iM... Passwo| Metwork Areas... . PVWAConfig PVWAPrivat.. PVWAPubli.. PVWAReports
Engine -

PVWATaskD... PVWATicket... PVWAUserPr... System Vaultinternal

Safe Filter:

User: Administ |Area: All, Internal Area, Highly Secured Network Area |‘I'.I' Object(s) Total size: 1.48MB
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3. Select the user and click Update.

E-f&] vault

- i Admiriztrator
- A Auditor
-3 Auditors

- & Batch '

=3 Update... |
g Master

-8 Notification Engines Delete |

- & MotificationEngine

- d PasswordM anager ; Rename |

g P PR ser

-8 PVWAGWAccounts User Rights Trusted Net."—\reaS...l
o PRAGW U ser Add Safes
-0 PYWwWAMonitor

-5 PYWAlsers Audit Users Safe Dwrership... |

]SE System Add/Update Users

Reset Users' Passwords

Activate Users

Add Hetwork Areas

tanage Directorny Mapping
t4anage Server File Categories
Backup Al Safes

Festore Al Safes

= = = = = | 0

Logon Period
All Howrs
Expiration date:

4. Click the Authentication tab.

Time Limitations Personal details
General I Authentication

General Details

Lzer Marne: |ng

Uger tppe: Authorized Interfaces. .. |
Location: |\ Erowse... |

[T Gateway Account

I Provide full impersonation

I Provide partial impersonation Replace Photo... |

™ Pravide imperzonation with additional Server authentication

r Dizable User
Qucta
[ Enable Quata

Size: I B Uzed: 0 Me

tonitaring

[~ Send email notification if component i not connected

16
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5. In the Authentication method, select RADIUS Authentication.

Time Limitations Personal details Phone/Nates | Business/Intemet
General Authertication | Authorizations I Member Cf

Change Pazsward

Authentication method: |[57

[~ Require BS54 SeculD authertication

Distinguizhed Mame:

Select |

6. Click OK and then click Close.

17
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Running the Solution
The authentication can be performed with either a hardware token or a mobile token that is installed on

a mobile device.

When using the mobile token, the authentication can be performed with a one-time password (OTP) or

with a push authentication method, where the user receives a push notification that enables the user to

approve the connection using the mobile application.
This example demonstrates configuration and use of the push authentication method.
In this chapter, the following will be explained:
e Configuring Push Authentication in DMS
e Connecting Using Privileged Account Security Portal
Configuring Push Authentication in DMS

The push authentication method enables the user to approve the authentication by clicking on
the mobile token instead of typing an OTP.

1. Inthe DMS web administration, on the toolbar, click on GROUPS/USERS > Groups.

& datablink

@ about the product @D petp ® Exit

i SETTINGS & ADMINISTRATORS  “if COMPONENTS (% GROUPS/USERS B TOKENS % ASSOCIATIONS. 7% LOGS /REPORTS
|-~ - - /]| e B

@ Groups You are logged in as: admin
Welcome to Datablink Management Server

ADMIN

Dashboard

H Information H Tokens H Users Hlumenlleulicnl

Keep your system updated! Meet our new products!

Follow the link below to check the latest versions of E
eI, mobile 200

ucts Products Datablink

Check List

 No error or alert found.

Copyright @ 2014 - 2015 Datablink

2. Select and enable the checkbox on the right of the desired group name, and click on Edit.

18
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Name:( ) Growpsperpageifo 9] @

Groups
Registered Groups:1 - ltems per page: 10

«d,»wl

Pager  [v]
@ add ~ Edit © Delete
Name Authentication x
DMSDemo Token [+

3. Inthe first section, set the following:
Authentication Select one of the following:

e Password + Token
e Windows + Token
e LDAP + Token

In this example, Windows + Token was
chosen

Authentication for RADIUS Select Advanced Authentication by
Push

Change Group

All required fields are in bold.

Name: Authentication:

[DHSDemo ][Windows + Token !r]
Grace period: (days) Authentication for RADIUS:

[D ][Advanced Authenfication by Push for R ‘l']

Change users to default authentication

4. Click on the save icon (.) on the bottom of the page.

19
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Changing the authentication timeout in DMS

1.

In the DMS web administration, on the toolbar, click on SETTINGS > Server.

2. Onthe upper section, change the Push RADIUS Timeout field to 60.

3.

Server

All required fields are in bold.
IP: (255.255.255.255 / www.datablink.com) RADIUS Pert: (99999)
fo10.000.000.002 |12 )
Number of errors by administrator: Number of errors by users:
s Je )
Push RADIUS Timeout:
feo )
Authenticator Attribute User: (The email option is not valid for authentication tupe
LDAP, LDAP + Token or Proxy)

® Login O Email
[JEnable Chat Push

[JEnable Login Case Sensitive

Click on the save icon (.) on the bottom of the page.

Changing the authentication timeout in CyberArk Privileged Account Security Suite

1. Onthe Password Vault Web Access server, edit the file

<Installation directory>\Password Vault Web Access\Vaultinfo\Vault.ini
2. Remove the # char before the #TIMEOUT=30 and change the timeout to 60.
3. Save the file.
4. On the Vault server, edit the file

<Installation directory>\Server\dbparm.ini
5. Change the DefaultTimeout value to 60.
6. Save the file.

20
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Connecting Using Privileged Account Security Portal

1. Onthe Privileged Account Security Portal login page, select the RADIUS authentication method
(for example, DMS RADIUS).

6 Privileged Account Security

CYBERARK

SIGN IN

Please choose an authentication method

C «p)

CyberArk DMS RADIUS

Copyright ©® 1999-2015 CyberArk Software Ltd. All Rights Reserved.
Version 9.5.0 (9.50.0.186) About | Mobile version

2. Complete the following fields and click Sign in:

User name Enter the required user name
Password Enter the windows password of the user
21
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° Privileged Account Security

CYBERARK

© SIGN IN

Specify your authentication details

Bob ‘

. |

Copyright ® 1999-2015 CyberArk Software Ltd. All Rights Reserved.
Version 9.5.0 (9.50.0.186) About | Mobile version

3. Click on the approval button in the authentication approval request that appears in the mobile
application.

2 Datablink ¥ ?

Advanced Authentication

User Bob is trying to
authenticate. Do you
approve?

22
USA: +1 703 639-0600 support@datablink.com
Brazil: +55 11 4612-8334 www.datablink.com



2 datablink

The user is logged in to the Privileged Account Security Portal.

ACCOUNTS Recently IR - oo iooronar (G-
Account Viaws & ss | Harage - | | dia ]
TTT— Veomee = Addnie = EEEE
Locked accounts
Mew accounts
Requests Views =
My Requests (0)
Incoming Requests (0)
My Views -
My Cart
File Views -
Files.
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